NO6OBb C 3BPUCTUKON B HEMPUCTOUHBLIX NO3ax
(v avi-kapTunHKax)

KPHC KacIllepCKH aKa MBIIIbX, no-email

M0 KAKMM KPUTEPUSIM 3BPHCTHKHU BeplIaT CBOH cya? pa3padoTYMKH AaHTHBHPYCOB He
pa3riialialoT aJropuTMOB, HAMBHO MoJarasi, YTO TeM CAMbIM OHM YCJIOKHSIIOT JKM3Hb
XaKepaM, HO CTOUT 3aTaIllUTh IBPHUCTHK B IOCTE]Ib, KAK Bce TaiiHOe cpa3y ke CTaHeT
SIBHBIM.  CTpaTerusi MeXaHM3Ma TPUHSITHS PpelleHHH Jerko ompegesieTcs
IKCNEPHUMEHTATIBHO. [JIsl 3TOr0 Aaske He morpedyercs OpaTh B Janbl gu3accemouiep,
J0CTATOYHO NMPOCTO CPABHHUTH '"YecTHbIE'" NMPOrpaMmel ¢ '"He4eCTHBIMH' M BBISICHUTH
YyeM OHU OTJINYAIOTCH.

gegedeHue

DOBpHUCTUYCCKHAC aHATH3ATOPhI 00JIATAI0T MOPA3UTEIFHON CIIOCOOHOCTRIO "HANUTE" HHU B YeM
HE IIOBMHHBIE IPOrpaMMmbl (ﬁ), IIPOIlyCKasl JECTPYKTHBHYIO 3apa3y HMIKE palapos.
YOBITKH OT JIOKHBIX MO3UTHBHBIX CPAOATHIBAHUI HA CAMOM JIeJie OueHb 3HAYUTEIbHBI. Hukakoit quiep
HE BO3BMETCS PACIPOCTPAHATh MPOTpaMMy, €CIIM aHTUBHUPYC pyraercs Ha Hee MaToM. Toxke camoe
OTHOCHUTCSL M K IPOCTBIM IIOJIb30BATEIISAM, CKAuyaBIIMM JUCTPUOYTHUB HEMOCPEACTBEHHO ¢ web/ftp
cepBepa caMoro paspabotunka. BOT W JOOKaXM TOCIIe 3TOTO, YTO THI HE KO3EN, WM, TOBOPS
MaTeMaTHYeCKAM S3BIKOM, KO3el He THl. Tpedyercs NpMIOXKUTH OONBIIHNE YCHIHS, JOKa3bIBas
TPOU3BOJIUTENIO AHTUBHUPYCA, YTO TBOS KOMIaHUs '"JeBbIX" JIOJeH B CBOEM IUTaT€ HE JACPKHUT U
JIECTPYKTUBHOTO KOJa 37IcCh HeT (KTO HE BEPHUT, MOXKET 3arsIHyTh B UCXOJHBIC TEKCTHI, ECTECTBCHHO
MoJi TOJAINHUCKY O HepasrjaimieHuu). Eciu moBes3eT, co3jaTeNu aHTHBHpYCAa MOWAYT HAa YCTYIKH H
J00aBsT HOBOE MPAaBHJIO B 0a3y, yCTaHABIMBAIOIICE Ui _JAaHHOTO  (haiina Quar MCKIIOUEHHUS, HO...
3aMATHAHHOM peryTanuy (M MOTepSHHBIX KINEHTOB) 3TO, VBB, HE BEPHET.

Wner Hactosiias HHPOPMAIIKUs BOWHA, CBHIMYT IyJIH, JICTAIOT IPaHATHl U HAa KaKOH CTOPOHE
Oappukasl . Obl HM HaXOAWJINCH 3HATH W YYHTHIBATH XapaKTep HSBPHUCTHUCCKUX aHAIIN3aTOPOB
HeoOxoanmo! Ecim aHTHBHpYC pyraeTcs Ha IMPOrpaMMy — 3TO IDIOXas IporpaMMa U ee HEOOXOIIMMO
MePENPOCKTHUPOBATh. Tak 4To, MPEKIC YeM COBEPIICHCTBOBATHCS B UCKYCCTBE JeaTh cede XapaKupH,
JyYIlle YIUTE MATYACTh U TOT/Ia KPYTIIBIH To1 OyAeT BECHA U TPaBa.

>>> 6nazo0apHocmu

Mpemrex Omaromaputr Broken Sword'a, supersonic'a, slow'a, Dr.Golov'a u Brutaller'a 3a
TaKTHKO-TEXHHUYECKYIO CTPATErMIECKYIO HOAICPIKKY U MPHULEIBHbBIA ap THIUIEPUIICKUN OTOHb.

>>> gpe3ka on-line aHmuesupycHbie CyX6bli

AHTHBHPYCBI, KaK H3BECTHO, CTOST JeHer (IpuUYeM, HEMalblX) M JTHX aHTHBHPYCOB
JOCTaTOYHO MHOTO IUIsl TOTO, YTOOBI OCTAaBUTh MBIIBX'a 0€3 INTAHOB, €CIM IOKYNaTh BECh 3TOT
apceHal 3a JKUBYIO HAJIMYHOCTb. MOXHO, KOHEYHO, JOOBITh MX B OCJIE WM WHOM ITapHOKOIIBITHOM,
HO... 9T0 OyJeT HeYeCTHO, Aa ¥ MeCTa OHHU 3aHMMAIOT HE MEHbIIE YeM CTaJ0 CJIOHOIOTAMOB, a XK KaK
KOH(IMKTYIOT Jpyr C JpyroM — ToJbko OuBHM JseTst!  JleMOHCTpallMOHHBIE BEpCHH,
pacrpoctpaHsieMble 3a0€ecIUIaTHO, 3a4acTyl0 MOCTABILSIFOTCS B ype3aHHOM Bujae 0e3 3BPHCTHYECKOTO
aHanmm3aTtopa (mpuyueM, 5TOT (PaKT JajieKko He BCerja OTMEYeH B JOKYMEHTAIlWH), TaK YTO IS
O6'I)CKTI/IBHOFO TCCTUPOBAHNA OHU KaTErOPUYCCKU HE MOAXOJAT.

K cuacThro, MpakTHYECKH BCE KPYIHBIE UIPOKH, MPUCYTCTBYIOIINE HA aHTHBUPYCHOM PBIHKE,
MOICP)KUBAIOT OecIiaTHRIe on-line ckaHepbl, a HEKOTopele (kKak, Hampumep, JlabGopatopus
Kacnepckoro — www.avp.ru) maxe IpeoCTaBIsSeT IIOJHOLCHHBIM aHTHBHpYC B BHAe ActiveX
MOJIyIISt C HOIEPIKKOT aBToMaTHuecKkoro ooHorerys (ENIMPHGHN) — npocTo (aHTacTHka!



Kasperzky On-line Scanner - Microsoft Internet Explorer

EK Kaspersky ‘ On-line Scanner
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Pucynok 1 6ecruiaTusiii ActiveX ckanep ot JlabopaTropuu Kacnepckoro 3a padoroit

[TpoGiiema B TOM, YTO aHTHBHUPYCHBIX KOMIIAHWI _OYEHb MHOTIO U IUIAHOBBIH 00XOJ HMX
CiIy’)k0 3aHMMaeT 3HauyMTEIbHOE BpeMs. BOT TmodeMy B CETH INOSBHINCH MeTa-aHTHBHPYCHI,
CaMOCTOSITENTFHO TPOTOHSIOMINE 3aKaueHHBIA IMOJIb30BaTeieM (aiii depe3 Bce M3BECTHBIE MM on-line
cepBucel. OmHMM W3 TaKUX AaHTUBHPYCOB SBISIETCS 3HaMEHUTHIN http://virusscan.jotti.org,
moepxkuBatormmii AntiVir, ArcaVir, Avast, AVG Antivirus, BitDefender, ClamAV, Dr.Web, F-Prot
Antivirus, Fortinet, Kaspersky Anti-Virus, NOD32, Norman Virus Control, VirusBuster u VBA32.

EnnHCTBEHHBIM CBOMCTBEHHBIM €My HEIOCTaTKOM (32 HCKJIIOYEHHEM OOWIMS pPEeKIaMbl)
SIBIISIETCSL  Upe3MEepHasl 3arpy>KeHHOCTb (KCTaTH TOBOps, KOCBEHHO CBHJIETEIBCTBYIOIIAS O €ro
HOHyHHpHOCTI/I) M BBITCKArOias U3 HEC HCO6XOJII/IMOCTI) MOJ0JITY MPOCTanuBaTh B OUEPCAAX, JOKNAASACH
MIOKa Hac He 00ciyxar (_)



| Online malware scan - Mozilla Firefox

File Edit “iew Go Bookmarks Toolz Help

Back = Forward - Reload Stop Home I‘L hittp: £ #virugzcan, jotti.ong! j Go I@,

| | WASM.RU Bopym £ MOD32 kak ... | @ Technical Stuff antivins - CastleC... ‘@. Online malware scan

Fil= to upload & scan: [ Browse.. | Submit | B

Service I0ad:| 0% NG 100

Status:|The server is extremely busy at the moment, please wait (retrying in 27 seconds)...

@ AntiVir ARCABIT @vast! g Aave antivirus (& bitdefender

secure your every bit

@ clamav RGF|FAE £.pror THERATICIET: afpzificys
@ 0022 [SINTYY] VirusBuster |2 veas

This service is by no means 100% safe, If this scanner says 'Ok, it does not necessarily mean the file is cean. There could be a
whale new virus on the loose, NEWER EYER rely on ane single praduct anly, not even this service, even though it utilizes several
products, Therefore, We cannot and will not be held responsible for any damage caused by results presented by this non-profit
online zervice,

Alsa, we are aware of the implications of a setup like this, We are sure thiz whale thing is by no means scientifically corred, since
this is a fully autarmated service (although manual correction is possible), We are aware, in spite of efforts to proactively counter
these, false positives might accur, for example. We do not consider this a very big issue, so0 pleasze do not e-mail us about it
Thiz is a simple online scan service, not the university of Wichita,

Scanning can take a while, since several scanners are being used, plus the fact some scanners use very high levels of (time
consurning) heuristics, Scanners used are Linux versions, differences with Windows scanners may or rmay not occur, Another note:
some scanners will only report one virus when scanning archives with rultiple pieces of rmalware,

Wirus definitions are updated every hour, There iz a 15Mb limit per file, Pleaze refrain from uploading tons of hex-edited or
repacked wvariants of the same sample.

Please do not ask for wiruses uploaded here, unless you work for an anti-virus vendor, They are not far trade, This is a legitimate
service, not a Wi site, Viruses uploaded here will be distributed to antivirus vendors without exception, Read mare about this in

our privacy policy, If vou do not want vour files to be distributed, please do not send them at all,

We won't call you asking for your password to clean your wiruzes (unlike zome people - next time, pleasze let same of us sleep ;)

Sponsored by donations (in randorm order) from: Stormbyte Technologies LLC, The ClamAl project, Steve 5., Eric Johansen, Eric
Schechter, Paul Bokel, Wilders Security, Wilfried Lilie, Prevs, SonicWALL, Lance Mueller, Ewido netwarks, HotelScraper.corn, people
who danated in the past, and some people who prefer ta remain anonymous... many thanks to all!

Free - Anti Yirus

¥irus Scan Catch Trojan Downloader . -

»
| Y aiting fior v, vinustotal. com.. E i

Pucynok 2 3HaMeHnTBIN MeTa-aHTUBHPYC http://virusscan.jotti.org rosopur, 4To nNpe:xae Hac
001y KAT NPUIETCS MOA0KIATH ellle 27 ceKyH (Ha caMoM JieJie, KAK MPaBUJI0, 3HAYUTEJIbHO
J0JbIIIE)

Hpyroii He MeHee 3HaMEHHTHIM MeTa-aHTHBHpYC ¢ rpoMkuM uMeHeM VIRUS TOTAL
(http://www.virustotal.com/en/indexf.html) HamHOTO OOJNIEE BEIHOCHB B IIJIaHE HATPY3KH, K TOMY XK€
OH aBTOMATHYECKH BEAET MOHHMTOPHHI BHPYCHOW aKTHBHOCTH (_), Ja W CIHCOK
MOIIeP)KUBAaEMBIX aHTHBHPYCOB y Hero moborade: AntiVir, Authentium, Avast, AVG, BitDefender,
CAT-QuickHeal, ClamAV, DrWeb, eTrust-InoculatelT, eTrust-Vet, Ewido, Fortinet, F-Prot, F-Prot4,
Ikarus, Kaspersky, McAfee, Microsoft, NOD32v2, Norman, Panda, Sophos, TheHacker, UNA, VBA32
u VirusBuster.
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Pucynok 3 mera-antuBupyc VIRUSTOTAL

Besxwmii yBaxarommuii ce0s1 mporpaMMICT IPOCTO 0053aTENIbHO JODKEH MPOBEPHUTH TOIBKO YTO
OTKOMITMJIUPOBaHHbIH (a1 Ha "BIIMBOCTB' — BAPYr O3BpUCTUKaM 3axouercs mopyrarbes?! K
CYaCTBIO, BCE IBPHUCTHUKHU, HE CMOTPS Ha UX KPYTOCTb, TIOBOJILHO TYTIbIE CO3IAaHMS U UX JIETKO OOMaHyTh
¥ 9yTh TO3KE MBIIIBX MOKaXeT Kak (It JJromeit B "MoroHax": pedb WAECT O YECTHBIX MpOrpaMMax,
CO3JJaHHBIX _3aKOHOITOCITYIIHBIMUA IPOrpaMMHCTaMH 0€3 MBICIN KOMY-TO YTO-TO OTOPBAaTh, WM TIe-
TO HaBpPEIUTh, a €CIIM CTATheH BOCHOJB3YIOTCS CEphle KPBICHI CO CTAIBHBIM XBOCTOM, TO 3TO yXKe
_Bama_ npoOnemal U Hedero BeIlaTh €€ Ha MEHH).

CeKC C 38PUCMUKOM - C repesepeamueom u 6e3

JKenckast cyTh, Kak H3BECTHO, €CTh TOUKA CXOKACHHS ABYX HPSAMbIX — e¢ Hor. 13 310l Toukn
Ha CBET IOSIBIISIIOTCS aHTUBHUPYCHI (HY, €CJIM HE CaMM aHTUBHUPYCHI, TO MX CO3/IaTElIN — HABEPHSKA).
CoOCTBEHHO TOBOpS, >XHMBOTO BHpyca (TO €CTb IIpOrpaMMy, MapasUTUPYIOLNIYI0 Ha APYTUX
nporpamMMax) Hapoj He BHJEN Y€ JaBHO M ceiyac BCe Yallle BCTPEYAIOTCS YEPBH, TPOSHCKHE
KOMITOHEHTBI U APYTHe NPOrpaMMbl, KOMPYIOLIHE CBOIO TYLIy Ha KOMIIBIOTEP M MEPEAAIONIyI0 Ha Hee
yIpaBlIeHHE TeM HWIM WHbIM IyTeM. Hu B kakue ¢aliiapl OHM HE BHEAPSAIOTCS, IMOCKOIBKY 3TO
JIOBOJIBHO CJIOXKHO 3aIpOrpaMMHUPOBATh (HAMHOTO CIIOKHEE, YEM HANNCATh TPOSHCKYIO JIOMIAMb), 1a U
KaKOM CMBICI BHeApAThCS B ¢ailn? DTo B 3moXy paHHed Mosogocth MS-DOS u TOTanpHOTO
oTcyTcTBUS VIHTEepHETa, MONB30BATEIM MEHSUIMCH (aiilaMu Kak IJFOOOBHWUIAMH, "OUBUIAA" U
"mepeonbursis"  APYr Jpyra IepeKpecTHbIM crocodoM. CKOpOCTh pacHpOCTpaHEHHs BHPYCOB
olnpeziesylack HMMEHHO MHTEHCHBHOCTBIO "ONBUICHUWs", celdac e OCHOBHas Macca (aiiioB
ckauuBaercs U3 CerH. JlOCTaTOYHO BBIJIOXKUTH NPOrpaMMy, HAaYMHEHHYIO B3pBIBUATKOM, Ha KaKOM-
HUOY/Ib CepBep, YCTPOUTh MACCOBYIO PacChUIKY MM 3a0pocuth shell-kox uepes apipy B cucreme. ..

OTka3 OT MeXaHW3Ma BHEIpEHHs B HcHoiHsAeMbId (aitn Ha 90% ympomiaer KOHCTPYKIHIO
BHpYyCa, IMIOMYTHO OTKpBIBas HEBHIAHHBIE paHEEe MEPCHEKTUBHBL. Ha CMeHy H30IMpeHHBIM
MOJMMOP(HBIM TeHeparopaM NPHUIUIM YIAKOBIIMKK W HPOTEKTOpPHl. TposiHCKas — JIOmIajp,



oOpaboTaHHasi HOBOW BepcHel KPYTOTo (WM HEe KPyTOro, HO MaJIOM3BECTHOTO) MPOTEKTOPa, yXKe He
Oynmer pacriosHaHa. CHTHATYypHbBIM MOHMCK OTabIxaeT. Celyac TPOSHCKHE KOMIIOHEHTBHI MUIIYTCS Ha
A3BIKaX BBICOKOTO YPOBHS BCEMH KOMY HE JIeHb, YBEJIHUYMBAs CBOIO MOIYJSAIMIO HA Tapy AECATKOB
9K3EMILISIPOB KaXIbli JIeHb. A MHOTHE aTaKyIoIlue MMPOrpaMMbl pa3padaThIBAIOTCS CIEHAIBHO 0]
KOHKPETHO B3ATYIO )KEPTBY M B aHTHBHPYCHBIE 0a3bI HUKOT/a HE TIOMa1afoT!

Cracti CHTyanMi0O MOXET TOJNBKO TIPaBWJIbHAs IIOJIUTHKA pPasTPaHWYEHHsS JOCTyHna H
IBpUCTHYECKUH aHanmn3. OnepannoHHble cucteMsl cemeiictBa NT mo3BossiioT BEIOOPOYHO HazHadaTh
MIPUBWIIETUM M YCTaHABJIMBATh IPOM3BOJIGHBIE MIpaBa AOCTyna K QaiinaM M BETBSIM CHCTEMHOIO
peectpa. TposiHCKas Jomajab, 3amylieHHas H3-IOJA OTPAaHUYEHHOIO aKKayHTa, MOXET OOWIBHO
YHAaBO3UTh TEPPUTOPHIO, HO HUYEro JECTPYKTUBHOIO COBEPIIMTh HE cMoxeT. EcrecTBeHHO, mpu
YCIIOBHH, YTO B CHUCTEME HET JBIp, a TOT KTO CHAMT 3a IITYpBaJOM 3TOH CaMOil CHCTEMBI, yMeeT
pymuth. K coxanenuto, nogassioniee OONBIIMHCTBO MONB30BATENb 3HACT TOJIBKO JBE KHONKU (OJHA
13 KOTOPBIX — TOPMO3). A TPOTPaMMHUCTBI JI0 CHX IOp HE MOTYT HAy4YHThCA MHCATh MPOTPaMMBI,
paboTarole Ha MHHHMAaJIbHO BO3MOJKHOM ypPOBHE NpHBHIECIHHA. BOT momp3oBaTeny M CHIAT IOX
"aAMMHUCTPATOPaMu"', MOJISICh Ha DBPUCTUKY CIOBHO HAa UKOHY.

Ho nkona — 310 TonmpKO rpaduuecknit mHTEpdetic. Uto ke HaXOAUTCS Moa HUM? !

>>> gpe3ka paccmpesn 6e3 pacrnakoeku

Jus "omo3HaHUA" yKe W3BECTHOTO YEPBS WM TPOSHCKOTO KOHS (comepikamierocs B
AaHTUBHPYCHOH 0a3e) COBEPIIEHHO HEOOS3aTEIBHO €TI0 PACIAKOBBIBATh. J|OCTATOYHO MPOCTO BBIACIHTH
CHTHATYpy YNAKOBaHHOTO (haiiia. boIbIIMHCTBO aHTHBHPYCOB UMEHHO TaK M MocTynaoT. KoHneuno,
MIOBTOpHAsI YIaKOBKa CKpbIBaeT cUrHaTypy Ha Bce 100%, BBIHYXIash aHTUBHPYC NPHOETHYTH K
pacriakoBke, HO... OOJBLIMHCTBO YepBEW paclpoCTPaHSIOT CBOE TeNO, HE BHOCS B HEr0 HUKAKUX
U3MeHeHui!

[Momumopduble 4yepBH, yzaensromue OOIBIIOE BHUMAHHE 3aIllyThIBAHHWIO KOJA, 3a4acTyIO
coBepIeHHO 3ab0biBaroT 0 PE-3aronoBke n MHOXecTBO 3ammceit anTuBupyca NOD32, oTHOCSmMECS K
MTOJMMOP(HBIM YEPBSIM, JIOBAT UX UMEHHO 110 HEM3MEHHOMY (WJIM TIpesicKasyeMoMy) coaepkanuto PE-
3aroJIoBKa, CTPYKTYypE pacKiagke CeKIUH  T. 1.

[omHHEEIH TONMMMOP(U3M — OYEeHb pPEeAKas Belllb, B XXMBOH IpUpOJE NPAKTUYECKH HE
BCTpEYArOIIascCs.

@Hympu 3epucmuka

ApPXWTEKTYPHO OBPHUCTHK COCTOMT U3 CIEAYIONIMX MOAYyJeH: Habopa CTaTHYECKHX
pacmakoBIIMKOB, AMynstopa LIII (a, B HEKOTOPBIX Ciydasx, W OINCPAlMOHHOH CHCTEMBI),
PEKOHCTPYKTOpa CTPYKTYpP JaHHBIX U MOTOK ynpamienus (data and control flows) moBepx KOTOpBIX
"HaTSHYT" COOCTBEHHO CaM 3BPUCTHYECKHH aHAIN3aTop, NPEACTABIISIOMNI COO0H COBOKYITHOCTB
JeTeKTopoB 'mpaBui'. B umcToM BHIE cHCTeMa MNpaBMJ COBEPIIEHHO Oecroiie3Ha, W YTOOBI
9BPUCTUYECKUIA aHaJM3aTop padoTajl Kak Iojaraercs, eMy HeoOXOAMMBI JaHHble, coOUpacMbie
OCTaIIbHBIMU KOMIIOHEHTaMH aHTHBHUPYCA.

AVP citaBuTCS CBOUM apCEHAIOM CTATHUECKHUX PACIAKOBIIUKOB M ONEPATHBHO OOHOBIISIEMOM
6a30if maHHOW. OMyJSATOp (MM YTO OHM HAa3bIBae€T ATH CIOBOM) Y HHX siBHO ciabosat. [Ipocras
MonuuKaIys Koja yrmakoBimmka "ocuermier" AVP u ¢ mporekropamu ypoBHs ASProtect amymsTop
AVP yxe ne cnpasisiercs. Y NOD32, nanporuB, 06a3a cTaTHUecKHX YMaKOBLIMKOB Tak cede, Ha
ypoBHE c1aboro momo0ust JIEBOH pyKH, HO 3aTO 3MYJIATOP IOAICPKUBAET IPAKTUIECKH TIOJIHBIN Habop
MHCTPYyKIMH npoueccopa B ToM unciie MMX u FPU. Ho Norman Virus Control B 3ToM cMbIcie elie
kpyde. [ToMHMO BUpPTyalnbHOTO MpoOIECCOpa OH co37aeT cBocoOpasHoro "mecounuily” (sandbox),
SMYJHUPYIOUIYIO0 peecTp B (alIoByI0 CHCTEMY, UTO IO3BOJISIET €My 3alycKaTh HCCIeXyeMbId (ain u
6€30 BCAKON 3BPHCTHKH OOHAPYKUBATH IPOUCXOASIINE H3MEHEHUS.

Ho »T0 Bce, 4TO KacaloCh pPACHaKOBIIMKOB — MEPBOM CTaJUM aHaIN3a, 3a KOTOPOH
HEMEIJICHHO CJIeyeT BTOpas — BBIABICHHE COBOKYIHOCTH IPU3HAKOB, XapaKTEPHBIX JJISI TPOSTHCKUX
KOHEHl M TpaKTUYeCKHM HHMKOIJa HE BCTpeyalolMxcs B "4ecTHBIX" mporpammax. B oOmem Bune
MOCTaBJICHHAs 3a/]aua PelIeHns] He UMEET U IIOTOMY IPUXOANTCS CO3/1aBaTh TaK Ha3bIBaeMble "HAOOPHI
npasui". Hampumep, ecnu apryment szFileName ¢yuakmuu UrlDownloadToFile (paBHO kak wu
FTPGetFileA) yka3piBaeT Ha ucnonusiembld Qaiin, NOD32 BeictaBuser ¢duar 142h, o3zHavaroumii
"probably unknown NewHeur PE virus". To e caMoe TpPOMCXOAWT, €CIH BCIex 3a
UrlDownloadToFile uner Be3oB ShellExecute.

Best cnoxHOCTS — pa3o0paThest B MOTOKE BBI30BOB, BEJlb BO BPEIOHOCHOM KOJIE 3TH (QYHKIMN
HE BCET/a CIEAyeT HEMOCPEICTBEHHO APYT 3a APYTOM, a PasAeisioTCS MYCOPHBIMH HHCTPYKIHSIMH,
apryMeHTbl (YHKIMH "TIeperoHstorcs" 4epe3 HeCKOJIbKO PErHCTPOB/NIEPEMEHHBIX U T. 1. BOT TyT-TO



aHamu3aToOp IOTOKAa YOpaBJI€HHS U BbIpydaeT. BMecTo yTOMUTENBHOW U COBEpIIEHHO
OecrepcrieKTUBHOW TpacCHUpOBKE (BBIMOIHIEMON, €CTECTBEHHO, Ha BHpTyanbHoM LII1), aBpucTHK
mpocTo "XBaraeT" KOHCTAaHTHBIE CMEIEHUS, MBITasCh MPeoOdpa3oBaTh UX B yKa3aTelld, o0pa3yroiire
NayTHHY TIEPEKPECTHBIX CChUIOK (110 TAKOMY JKe IIPUHIIMITY, KCTaTh roBopsi, padotaer u IDA Pro).

HNMess B cBOEM pacloOpsHKCHHM DPACMaKOBAaHHBIA 00pa3 ¢aiifla B MaMATH, IBPUCTHUYCCKHUH
aHAIM3aTOP HAaXOIUT BCE HCIIOIb3yEMbIE NEPEMEHHBIC (KOTOPBIE TONBKO MOXKET HAWTH), 3aTeM IO
MIEPEKPECTHBIM CCBUIKAM OINpEJENsieT MEeCTa UX HHUIMAIM3alMM, a TaK )K€ HCIOJIb30BAaHUE ITUX
NepeMEHHBIX BCEMH BO3MOXKHBIMH criocobamu (‘o' — offset: 3arpyska ykaszarens, 't'— read: yreHue
coZiep’KuMoro, 'w' — write: 3anuck). KoHeuHbll pe3yibrar paboThl MpeacTaBisieT coOOW CIOXKHYIO
CTPYKTYpPY JIaHHBIX, B KOTOPOH BCE IEpEMEHHbIE MPE/ICTABICHBI TEMH 3HAUCHUSMH, KaKHe OHH OyIyT
HMETh HAa MOMEHT BBI30Ba COOTBETCTBYIOIIUX API-yHKI[HiA.

EcrecrBenHo, 0€3 MHOMOIIM 3MYJIATOpPAa aHAJIM3aTOP CTPYKTYpP HAaHHBIX He 00XOoIuTcs,
ITOCKOJIBKY, B TIPOTUBHOM cirydae, mpocreiimuii XOR Mor Obl 3aMacKHpOBATh BCIO HEXKEIATEIBHYIO
TPOSIHCKYIO aKTHBHOCTb HJIM BOT HAalpHMep, Kak 0e3 dMyJsITOpa ONpPEAEINTh KaKoe 3HaUCHHE NMEET
niepemennsle foo u pAPI B criiexyromem koze:

MOV [foo], offset text file

XOR EAX, EAX

JNZ init aAPI

MOV [foo], offset exe file
init aAPI:

MOV [pAPI], offset CreateFileA

XOR ECX, ECX

JNZ call pAPI

MOV [pAPI], offset GetVersion
call pAPI:

JIuctuur 1 npumep Koaa, Tpedyromero npumMeHenus smyasaropa I

Ecnu  y4uThIBaTh  TOJBKO  IEPEKPECTHBIE CCHUIKM, TO aHTHBUPYC YBHUIMT, 4YTO 00€
HepeMEHHbIE HHUINATU3UPYIOTCS IBAXIbI, HO KaKOe 3HaUeHHe M3 IBYX mpasuinbHoe? be3 amyinsaTopa,
AHTUBHPYC JOJDKEH IepeOpaTh 4eThlpe KOMOWHAINH, a B PeajbHOM IporpaMMme 3THX KOMOWMHAIHHA
OKaxyTcsi coTHU MUuIMOoHOB!!! HanpoTus, smynarop LI TyT ke mOKaKeT Kakue YCIOBHBIE IEPEXOIbI
BBINOJHSIOTCS, a Kakue HeT. OfHaKo, SMyNSATOpEl HE BCECHJIBHBI. B 4acTHOCTH, OHM HE MOHHMAIOT
CaMOMOIU(HIIUPYIOLIErocst KoJa, HeJIOKYMEHTHPOBAHHBIX MHCTPYKIMH Ja U TPOCTO HE3HAKOMBIM UM
koMmaH. [lockombky, B X86 KOMaHABI MMEIOT pa3HYIO UIMHY, TO NPOJOKUTH NEKOJUPOBAHUE M
SMYJBILUI0 UHCTPYKLUUI II0CJIE BCTPEYM C HEU3BECTHOM KOMaHIOW 3MyyATop He MoxkeT. Ho Tyt ero
BBIPYYarOT MEPEeKPECTHhIE CCHUIKM Ha JaHHBIE U TOTJAa BMECTO aHANM3a BCEr0 KOAAa IMPOTrpPaMMBI OT
TOYKH BXOAa O MHOTOACTHON MaTepu, MPOUCXOAUT "OTPHIBOUHBIA" aHamW3 TeX (parMeHToB, Ha
KOTOpbIE YKa3bIBaeT XOTS ObI OJJHA NepeKpecTHas CChuIKa. BBIBOA: 4TOOBI "ocCHenmuTs" aHATHU3aTOP
MIOTOKOB JAQHHBIX CJEQyeT HCKIIOYNTh BCE KOHCTAHTHBIC CMEINEHMS, 3aMEHHMB WX CIIOKHBIMHU
MaTeMaTH4YeCKIMHU MPeoOpa30BaHUSIMHI, HEOABIACTHBIMU 3MYJISITOPY.

Bripouem, MHOTHE mporpamMmsbl "mansaTes” u 0e3 BCSKOW AMYISIUU. AHTUBHPYCY JOCTaTOYHO
B3MIISTHYTh Ha TOUYKY BXOJIa M, €CJIM OHA YKa3bIBACT Ha MOCIEIHIO 3arpyxaemyro cexuuio aiina mmm
nexut BHyTpu PE-3aronoBka, ¢aiin npuroBapusaeTcs K paccrpeny 0e3 npeaynpexiaenuid. Ho BoT urto
MHTEPECHO — €CJIM B OPUTMHAJIBHOW TOYKE BXOZa HAXOJUTCS jump Ha BUPYCHBIN KOJI, 9BPUCTHYECKHUE
aHaJIM3aTOPbI OCTABISAIOT TOT (hakT 6e3 BHUMaHUsL. MIHTepecHOo moyemy? Benb B 4eCTHBIX porpaMmmax
TaKHe TPIOKU MPAKTHYECKH HE BCTPEUAIOTCH. . ..

Ho st0 Bce Obna Teopus. Teneps camoe BpeMst NEPEHTH K IPAKTHKE U MPOJEMOHCTPHPOBATH
HECKOJIBKO _COBEPIIEHHO  0E€300MAHBIX  MPOrpaMM, BBI3BIBAIOIINX HEJOBOJIBCTBO 3BPUCTUYECKUX
aHaIU3aTOPOB.

>>> gpe3Ka aHmueupyc Kak yHueepcaanblL“l pacriakoswWuk

Bo Bpemena crapymku MS-DOS, korma HOBBIE YINAKOBIIMKH HCIONHSAEMBIX (haiyioB
MOSABISUIMCH Kak TI'pHOBI, a JOCTOMHBIX oTnaxunkoB (He cumras CUP'a) He cymecTBOBajo, OYCHb
MHOTHE XaKepbl B Ka4eCTBE YHHBEPCAJHHOTO PACIIAKOBIIMKA HMCIOJIB30BAIH... aHTUBUpYc Dr. WEB,
coZieprKalii OOJIBIIOE KOJTMYECTBO I'PAMOTHO HAITMCAHHBIX CTATHYECKUX PACIIaKOBIMKOB, BBIIAOIINX
Ha BbIXozie BrojHe paborocnocoOnsle EXE, 3ammceiBaeMble BO BpeMeHHBIE (ailiibl, aBTOMAaTHYECKH
ynaisiemble B mporecce ckanupoBanus. Kro-to masun Ha RESET, uroObl onepeanTh aHTUBUPYC U HE
JaTh  pacmakoBaHHOMY  "moOpy" — OeccliaBHO  MOTHOHYTh,  KTO-TO  3allyCKall  YTHJIUTHI
UNERASE/UNDELETE, a «kro-ro Beman Ha ¢yakimuio 4lh (unlink) mnpepsBanms INT 21h
CHeNHaNTbHYIO "3armymKy" IMATHPYIOIIYIO yAalIeHue daiina. . .



U dro ke U3MEHIIOCH 32 MPOILEIIN ECATOK JIeT (a Kakoi TaM AecsATOK! Ha HaIlUX Tia3ax
CMEHWJIOCh HECKOJIbKO MOKOJICHWH ONepalnuOHHBIX CHCTEM, OCTaBUBIINX I10337H ceOs 3aHECEHHYIO
MIECKOM BEYHOCTh, HaBEKH CTABIIYIO JOCTOSHMEM ucTopun). A Hudero! To ects HuM xpeHa! Bce kak
Oobuto, Tak u ocrtagoch! Tor xe NOD32 kmager pacnakoBbiBaeMblii (aill B Karajuor
\documents-n-settings\user-name\local settings\temp\, Tompko =~ XOR'mr ero Oaditom  AS5h.
AHanorn4HeIM 00pa3oM MOCTYHAIOT W APYyTHe aHTHBHPYCHL. s wero sto memaercs? IludpoBars-To
3auem?! Bce ouenp mpocto — mockonbky Windows 3to coBcem He MS-DOS m "300mapk"
AHTHBHPYCOB IS HEe BIONHE OOBIYHOE 1eno, TOnbko HPCHGIMBENE ceOe, UTO MpOM3OIIeT, eci
NOD32 HayHeT pacrakoBLIBaTh BPEIOHOCHBIN (aii B temp, TJe €ro TyT e CIOBUT aHTHBUPYCHBIN
MoHutop Dr.WEB unu AVP!

Kak onpenenuts kimou (u anroputm!) mnmdpoBku?! MoKHO, KOHEUHO, TU3aCCEMOIUPOBAThH
AQHTUBHMPYC, PACIOTPOILUB €ro KaK pPOXKAECTBEHCKOIO TyCs, TOJBKO 3aueM Tak Hampsiratbes?! B
MMOABJISIIONIEM  OONBIIMHCTBE cirydaeB mmdpoBka mnpoumcxogut 1o XOR, HY a Koy
BOCCTAHABJIMBAETCS MPSIMOW aTakoi Ha OTKPHITHIA TekcT: "MZ", "PE" u T. n., mpudeM ymaercs
BOCCTaHOBHTH HE TOJIBKO OAMTOBBIE KIIFOUH, HO U OoJiee JUIMHHBIE TaMMBI, TOCKOJIBKY Jro00i PE-daiin
COZIEP)KUT 10 (ura mpeackazyemMod HH(GOpPMAIMH, K TOMY JK€ BCErja CyIIECTBYET BO3MOXKHOCTD
3alakoBaTh CBOW COOCTBEHHBIH  (aill M1 CKOPMHTBH €ro aHTHBUpYCY. VICKIIIOYEHHE COCTaBISIOT
AQHTUBHPYCHI, 3aHOBO I'C€HEPUPYIOLIYI0 TaMMy JJIsl KaKAOTr0 HOBOTO (aiina, HO Takue "ypoIubl" MHe
MOKa HE BCTPEYAJIHCh.

[NO]: He ebiIHOCuUmMe MOo4Ky exo0a 3a npedesnbi .text

YTpo HauMHAETCS C 3apsiIKU (ECIM TOJBKO He OpaTh TSDKEJIOE MOXMENbe B pacyer), Hy a
XaKepCTBO — C JIETKOIl pa3MUHKH, KOTOPOH B JAHHOM clly4yae Oy/ayT UIphI ¢ TOUKOi BXxona B PE-daiin.
Co3aguM NpOCTEHIIyI0 HPOrpaMMy CHEAYIOLIET0 COAEPXKUMOro, OTKOMIMIMpYeM ee U OyaeMm
IBITaTh, IPSIMO Kak HEMIIBI B I'ecTamno:

#include <stdio.h>
main ()
{
printf ("hello!\n");

JIucTuHr 2 nporpamMma, npeAHa3Ha4YeHHast UIsl IKCIIEPUMEHTOB ¢ TOYKOH BX0/a

Y6enuBimch, 4To Bee (0 eauHoro!) aHTMBHUPYCH K HEH OJIarOCKIIOHHEI, 3arpykaeM (aiir B
HIEW, naxxumaem <ENTER> mns mepexona B hex-pexkum u mgapum <F8>, yro0Obl oToOpasuth PE-
3aronoBok. CMoTpuM Ha RV A-anpec Touku Bxoza (B MoeM citydae oH paBeH 1043h), cknaapiBaem ero
¢ Image base (400000h) m momyuaem: 401043h. 3amuceiBaeM Ha Oymaxke W HaxkumaeM <F6>,
MTOKa3bIBAIONIYI0 KaTanmor cekiui. [logronsem xypcop k cexkuuu .data, naBum <ENTER> u cnyckaem
Kypcop Ha HECKOIBKO CTPOK BHH3, I'/Ie HAYMHAIOTCS CIUIOUTHEIE HYIH (B MoeM cirydae 31o: 4060A0h).

Haxumaem eme pa3 <ENETR> nmna mepexoma B acceMOnepHBId pekuMmM U <F3> mis
paspelieHus pepakTupoBaHus. Ilocie uero BBOAMM CHEXYIOUIYIO IOCIENOBAaTEIBHOCTh KOMAaHI!
MOV EAX, 401043h/JIMP EAX, rne 401043h anpec "moeit" Touku Bxoma. CoxpaHseM U3MEHCHHUS 110
<F9>, nBoiinbiM HaxxatneM Ha <ENTER> Bo3Bpamiaemcs B hex-pexxum, rnepexoauM B Hadano ¢aiiia,
HaxoauM curHarypy "PE", orcunThiBaeM ot ee Hauana 28h OalT u 3ammceiBaeM RV A-anpec HOBO#
TOYKH BXOZa, B HameM cirydae paBHbIii 60AOh (4060A0h - Image base), ecTecTBEHHO, 3aUCHIBATE €TI0
Ha/UIeXKUT B obpaTHOM nopsinke (AOh 60h). CoxpaHsieM U3MEHEHHs1, BBIXOUM U3 hiew'a u 3arpyxaem
(haiin B CBO# IFOOMMEII MeTa-aHTHBHPYC, HAIIPUMED, Virusscan.jotti.org.

Bce aHTHBHpPYCHI OTBEYAIOT TPOOOBEIM MOTIAHHEM ( ), mams "sand box emulation"
(5MyJALUS B TIECOYHUIIE) BBHIOPACHIBACT KEITHIA (ar ONMacHOCTH, MPEAYNpPEXkaasi, YTO 3TO MOXKET
ObITE malware.
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Ha YTO PUraHITCA 3 EPMCTHEM. .. | LMW ASM.RUJMHCTRYM.. | \'ﬂl Mpotnemer c Mod32 - Warez... | mA\I-EompalatNes

File to upload & scan: 7@\ I %IMI =

Service load:

‘L Online malware scan

0 I 1007

File:

epinls.exe

Status:

(Sandbox emulation took a long time and/or runtime packers
were found, this is suspicious, Mormally programs aren't packed and don't force the sandbox
into lengthy emulation. Do realize no scanner issued any warning, the file can very well be
harrmless, Caution is advised, however,) (Note: this file has been scanned before, Therefore,
this file's scan results will not be stored in the database)

MDS

fdS44c4feb3Bacbelfe2 1e52f0d0e3f8

Packers detected:

FPE_PATCH.EPPROT

Antivir

Found nothing

Arcavir

Found nothing

Avast

Found naothing

AVG Antivirus

Found nothing

BitDefender

Found naothing

Clamai|

Found nothing

Dr.\Web

Found nothing

F-Prot Antivirus

Found naothing

Faortinet

Found nothing

Kaspersky Anti-Wirus

Found naothing

MNOD32

Found nothing

Morman Virus Control

Found nothing

WirusBuster,

Found nothing

WEAIZ

Found nothing

@ AntiVir ArCcaBIT @vast! g AvG Antivirus

Done

=
]
F O Meas

A bitdefender

SEcure your every bit

=ERTINET. kalp:rlcy: €O

@) Clam AV
NOD32

=,

PucyHok 4 peaknusi aHTHUBHPYCOB, COOPAHHBIX O/ KpbILIei virusscan.jotti.org Ha ToUKy Bxoaa
B ¢aiin, Haxoasmyocs B nocaeanei cexkuun PE-daiina

A Botr VIRUS TOTAL naer kyma Oojee CypoBBI pe3yibTar

U BOPYHUT JOBOJBHO-TAKU
37I0POBO (_), BbIJIaBasi HAM CJIEIYIOIIYIO 3aMEUYaTeNIbHYIO TaOIHIKy ).

AHTHBUPYC Bepcust OOHOBJICHHE [pEe3YJIbTAT
ICAT-QuickHeal 8.00 11.07.2006 |(Suspicious) - DNAScan
Fortinet 2.82.0.0 11.08.2006 |suspicious

Ikarus 0.2.65.0 11.07.2006 [Win32.SuspectCrc
IPanda 9.0.0.4 11.07.2006 [Suspicious file

Ta6umna 1 pe3yabTar nposepkH ¢aiiya ¢ TOUKoH BX01a, HAX0AALIeHcs B MOCTeIHeH CeKIMT
(aiisia mera-anTusupycom VIRUS TOTAL (anTHBHPYCBHI, He 00HAPYKUBIIHE HHYET 0
MO03PUTEJIBHOIO, VISl HATJISHOCTH OIyLI{eHbI)



irusTotal Mozilla Firefox

File Edit “iew Go Bookmarks Toolz Help

Back = Fomwad - Reload  Stop Home @ http:x’x’www.virustotal.comf’vts’em’resultadof?gfed?ﬂ?3u:fd8f4f5j Go I@,

| | w5 AU Bopywm / NOD32

I (3 Technical Stuff antivitus - Castl.. | ‘i-, Orline malware scan oy i VinusTotal (oo
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VirusTotal

Service is stopped in this moments. Scanning of your sample has not been finalized _
and results has been lost, If you wish to scan it, please send it again.

Antivirus Yersion Update Result

Antivir 7.2.0.39 11.07.2006 no wirus found
Authentium 4.93.8 11.07.2006  |no virus found
Avast 4.7.892.0 11.07.2006 no virus found
AWG 386 11.07.2006 no virus found
BitDefender 7.2 11.08.2006  |no virus found
CAT-QuickHeal 2.00 11.07.2006 (Suspicious) - DMASCcan
Clamay devel-20060426 11.07.2008 no virus found
Driveb 4,33 11.08.2006  |no virus found
eTrust-InoculatelT 23.73.49 11.05.2006  |no virus found
eTrust-\Vet 30.3.3181 11.07.2006 no virus found
Ewido 4.0 11.07.2006 no virus found
Fortinet 2.82.0.0 11.08.2006 SUspicious
F-Prot 3.16f 11.07.2006  |no virus found
F-Prot4 4.2.1.29 11.07.2008 no virus found
Ikarus 0.2.65.0 11.07.2006 Win322.SuspectCre
Kaspersky 4.0.2.24 11.08.2006 no virus found
Mcofee 4890 11.07.2008 no virus found
Microsoft 1.1609 11.08.2006 no virus found
NOD32v2 1.1858 11.07.2006  |no virus found
Marman 5.80.02 11.07.2006  |no virus found
Panda 9.0.0.4 11.07.2006 Suspicious file
Aditional Information

File size; 22672 bytes

MDS: fdS44c4feb3sachelife? 1e52f0d0e3fE

SHAL: b6h9a75f36011b6eddodf44030e41c604f492b0d

VirusTotal is a free service offered by Hispasec Sistemas. There are no guarantees about the availability and continuity
of this service. Although the detection rate afforded by the use of multiple antivirus engines is far superior to that offered
by just one product, these results DO NOT guarantee the harmlessness of a file. Currently, there is not any solution that
offers a 100% effectiveness rate for detecting viruses and malware.

www.virustotal.com :: @Hizpas oo4-06:: e-mail inf

< s
| Done E A

PucyHok 5 peakuusi aHTUBHPYcOB, coopanHbIX noJ Kpbieii VIRUS TOTAL Ha Touky BxoAa B
(aiin, Haxoasimylocs: B nociaeanei cekuuu PE-daiiaa

A Terepb ciierka U3MEHHM TaKTUKY U IIepeBHHEM TOUYKYy BXoja B PE-3aronoBok (Hampumep,
MoxkHO pasmectuTh MOV EAX, 401043h/JMP EAX 3a KOHIIOM TaONUIBI CEKIHMH, CIEIOM 3a .text,
.data...). ToBapu virusscan.jotti.org cpasy ke B3Boaut kpacHbiii paar "INFECTED/MALWARE", a
aHTI/IBI/IiiC ArcaVir rooput: Heur. Win95. "Heur", oueBuiHO, cokparienue ot "heuristic" — 3BpucTrka

( ).



Online malware scan - Mozilla Firefox

File Edit “iew Go Bookmarks Tools Help

Back « Fomwad = Reload  Stop Home Iﬁ http: / vinuzscan joth.orgd j Go I@'

Ha YTO PUraHITCA 3 EPMCTHEM. .. | LMW ASM.RUJMHCTRYM.. | \'ﬂl Mpotnemer c Mod32 - Warez... | nA\I-EompalatNes ‘L Online malware scan

File to upload & scan: 7@\ MIMI =

Service load: | 0% NN (10
File:| epinh.exe
Status: | INFECTED/MALWARE
MDS| d7fa1104726a3189b46108685903585ca5
Packers detected: | PE_PATCH

Antivir| Found nothing
Arcavir| Found Heur.Win95
Avast| Found nothing
AWG antivirus| Found nothing
BitDefender| Found nothing
Clamay| Found nothing
Dr.Web| Found nothing
F-Prot antivirus| Found nothing
Fortinet| Found nothing

kKaspersky Anti-virus| Found nothing
NOD32 | Found nothing
Morman Yirus Control| Found nothing

WirusBuster| Found nothing
WBA3Z2| Found nothing

@ AntiVir arCcaBIT ©vast! g Ave antivirus (£ bitdefender @ Clam AV

UrE wour every bit

13 | FA: =LERATICET kafpzrjicy: NOD32

F-Prot ccs. rive vetworw rrovecrian hnti-Virus System
CLETIYY] VirusBuster | 2 veas2
[Dore B

PucyHok 6 peaknusi aHTUBHPYCOB, COOPAHHBIX O/ KpbILIeii virusscan.jotti.org Ha ToUKy BXxoaa
B (aiia, Haxoasmyrocs B PE-3arosioBke

VIRUS TOTAL ToXe pyraercsi, HO Kak-TO HEBHITHO (_), TEeM HE MeHee, cpa3y JBa
antuBupyca: CAT-QuickHeal u Fortinet mpemynpesxaarot Hac 0 rpo3siieii OMacHOCTH.



Mozilla Firefox

File Edit “iew Go Bookmarks Toolz Help

Back =+ Fomward = Reload Stop Home Iﬂ hittp: /Ay wirustotal. coma’vh’ena’resultadom1413bcDDSee‘ID‘J Go I

| | WASM.BLU Bopyt 4 NOD32 | @ Technical Stuff antivirs - Castl... | ‘i\ Online malware scan LJ i WirusTotal -2:c: |

Complete scanning result of "epinhexe"”, received in WirusTotal at 11.08.2006, STATUS: FINISHED

03:57:39 (CET.

Antivirus Yersion Update Result

Antivir 7.2.039 11.07.2006  |no virus found
Authentium 4.93.8 11.07.2006 no virus found
Avast 4.7.892.0 11.07.2006 no virus found
AWG 386 11.07.2006 no virus found
BitDefender 7.2 11.08.2006  |no virus found
CaT-QuickHeal 2.00 11.07.2006 (Suspicious) - DNAScan
Clamay devel-20060426 11.07.2006 no virus found
Driveb 4.33 11.08.2006 no virus found
eTrust-InoculateIT 23.73.49 11.08.2006 no virus found
eTrust-vet 30.3.3181 11.07.2006  |no virus found
Ewido 4.0 11.07.2006  |no virus found
Fortinet 2.82.0.0 11.08.2006 SUspicious
F-Prot 3.16f 11.07.2006 no virus found
F-Prot4 4.2.1.29 11.07.2006 no virus found
Ikarus 0.2.65.0 11.07.2006  |no virus found
Kaspersky 4.0.2.24 11.08.2006 no virus found
Mcafes 4590 11.07.2006 no virus found
Microsoft 1.1609 11.08.2006 no virus found
NOD32v2 1.1858 11.07.2006 no virus found
Morman 5.80.02 11.07.2006  |no virus found
Panda 9.0.0.4 11.07.2006  |no virus found
Sophos 4.11.0 11.07.2006 no virus found
TheHacker 65.0.1.114 11.08.2006 no virus found
(017 1.83 11.07.2006 no virus found
WBAIZ 3.11.1 11.07.2006  |no virus found
WirlsBuster 4.3.15:9 11.07.2006  |no virds found
Aditional Information

File size: 28672 bytes

MDS: d7fal104726a189b46108682390385ca5

SHAL: 43fc882dbe00es12e25cafadvdadbal308bd9esa
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PucyHok 7 peakuusi aHTUBHPYCOB, codopaHHbIX o Kpbimeii VIRUS TOTAL Ha Touky BxoJa B
¢aiin, Haxoasimyrocs: B PE-3arosnoske

[N1]: He nonb3yumecb NonUMOpPHLIMU yriaKoswukamu

VmakoBsiBass CBOW (haiiil KpyThIM MOTMMOP(HBIM MPOTEKTOPOM, BBl CEPHE3HO PHCKYyETe
HapBaThcs Ha KPYIHBIC HEIPHATHOCTH. Bo3bMeM, K mpuMepy, OJHYy U3 MO3IHUX BEPCUil MOITYIIIPHOTO
hex-penakropa HIEW (co mrammom Bpemenn 3EDAFCCFh), ynakoBannyto ASPack'om wu s
"HanexxHocTH'" eme u Viogen Crypt'om, uro PEID 3ameuarensHo moaTBep:kaaeT (_)



E PEID v0.92 o]

File: | Diihackeriunpackibin|tools\PEDYPEDHiew32, exe | |

Entrvpaint: | Q004000 EP Section: | .hdata
File Offset: | 0001EEQD First Bytes: | 9C,55,E6,EC
Linker Infa: 6.0 Subsystem: |Win3z2 console

|'-.-'ir|:n;|en Crypk 0,75
| Multi Scan I | Iask'-.-'iewerl | Options I | About || Exit I

W Stay on tap

Pucynok 8 PEiID noka3siBaer, yto HIEW 3anakoBan mporexktopom Virogen Crypt 0.75

A Tenieps mponyctaM 3ToT HIEW (B KOTOpOM _JONOUIMHHO HWYEro AECTPYKTHBHOTO HET)
yepe3 cTpoil aHTHBHpYycoB. barromku! Kaxoil myxep mnomHumaercs!!! Hecmorps Ha TO, 4TO
virusscan.jotti.org yCIIEIIHO paclo3HAeT YIAKOBIIUK ), aHTHBHPYCBI OT OJTOrO0 HE
YCIIOKaWBAIOTCS M BOMAT KaK CBHHBHM, 32)KMBO CMbIBacMble B yHHTa3 (110 KJIacCU(HUKALUK TH.
['osryGuukoro, Hy TOro KOTOpHIH B 1uieme)!

AntiVir xareropuuno knaccuduuupyer ero (HIEW, a ne I'omy6uukoro) kak "Backdoor-
Server/Bifrose.B backdoor". Avast, uyTh OoJyiee IeNUKATHBIH B CBOMX CYXICHUSX, BUIUT B HEM
TUINYHBIA TPOSHCKUN KOMIOHEHT, Hen3BecTHBIH Hayke: "Win32:Trojan-gen. {Other}", Norman
Virus Control 6e3 Bcskoil 3BpUCTHKH BbTaeT kKoHKpeTHoe uMs "W32/Bifrose.CRL", ny a VBA32
mmpocto roBoput, uTo 310 "Backdoor.Win32.Rbot.on". Bor Tak, 6e30 BCAKMX IEPEMOHHH OIyCTHIIN
HIEW'a! Panbuie Ha Hero pyraincst u AVP Ha napy ¢ Dr.WEB'oM, HO Teneps OHU 4€ro-To NpUTUXJIN.
Hagephoe, cteiano crano. Winu CycukoB UX 3aluHaIL.



) Online malware scan - Mozilla Firefox

File Edit “iew Go Bookmarks Tools Help

Back « Fomwad = Reload  Stop Home Iﬁ http: / vinuzscan joth.orgd j Go I@'

Ha YTO PUraHITCA 3 EPMCTHEM. .. | LMW ASM.RUJMHCTRYM.. | \'ﬂl Mpotnemer c Mod32 - Warez... | mA\I-EompalatNes ‘L Online malware scan

File to upload & scan: 7@\ MI Sl =

Service load: | 0% N 10
File: | Hiew32 exe
Status: | INFECTED/MALWARE
MDS| a11c3f77d8c179c6b7h7edf0SE60607 2
Packers detected: | VGCRYPT, ASPACK

Antivir| Found Backdoor-Server/Bifrose.B backdoor

Areavir| Found nothing
Avast| Found Win32:Trojan-gen. { Other}

AWG antivirus| Found nothing
BitDefender| Found nothing
Clamay| Found nothing
Dr.Web| Found nothing
F-Prot antivirus| Found nothing
Fortinet| Found nothing

kKaspersky Anti-virus| Found nothing
NOD32 | Found nothing
Morman Yirus Control| Found W32 /Bifrose.CRL
WirusBuster| Found nothing
“BA32| Found Backdoor.Win32.Rbot.on

@ AntiVir arCcaBIT ©vast! g Ave antivirus (£ bitdefender @ Clam AV

SECUrE wour every bit

x -
(BRI r.proc THERTINET kafeanficys NOD32
MISINEYY] YVirusBuster |22 Y2432
[Dore B

PucyHok 9 peakuusi aHTHBHPYCOB, COOPAaHHBIX MO/ KpbIlIeii virusscan.jotti.org na HIEW,
yYIaKkoBaHHEIN npoTtexTopoM Viogen Crypt

VIRUS TOTAL, ncnone3yonyii Ipyryio Bepcuio aHTHBHpyca AntiVir, roBopuT 4ro 3TO

"BDS/Bifrose.B" (_), K HEeMy e IPHUCOBOKYIULIIOTCS M JApYyrHe pyraromuecs,
00BeIMHeHHbIE IS HATISHOCTH B CIIEYIOIYIO TaOIHIY h)—

AHTHBUPYC BepCHst 0OHOBJICHHE [PE3YIIBTAT

AntiVir 7.2.0.39 11.07.2006 BDS/Bifrose.B

Avast 4.7.892.0 11.07.2006 |Win32:Trojan-gen. {Other}
ICAT-QuickHeal 8.00 11.07.2006 {Suspicious) - DNAScan
Fortinet 2.82.0.0 11.08.2006 |SPY/BDoor

McAfee 4890 11.07.2006 [BackDoor-CKA

INorman 5.80.02 11.07.2006 [W32/Bifrose.CRL

Sophos ¥.11.0 11.07.2006 Mal/Packer

UNA 1.83 11.07.2006 [Backdoor.Bifrose.70FA
IVBA32 3.11.1 11.07.2006 |Backdoor.Win32.Rbot.on

Tabéauua 2 pesyabtat npoBepku HIEW'a mera-antuBupycom VIRUS TOTAL



irusTotal

Mozilla Firefox

File Edit “iew Go Bookmarks Toolz Help

Back = Fomwad - Reload  Stop Home I@ http:x’x’www.virustotal.comf’vts’em’resultadof?cSD2Dfd4B‘I5dD1cj Go I@,

| | w5 AU Bopywm / NOD32

ol

I (3 Technical Stuff antivitus - Castl.. | ‘i-, Online malvware scan

[-]
Browse...
=3 ota G

Complete scanning result of "Hiew32.exe", received in WirusTotal at 11.08.2006,

01:33:07 (CET).

E.rj::::: VirusTotal ::2::

@ s

STATUS: FINISHED

VirusTotal

Antivirus Version Update Result

Antivir 7.2.0.39 11.07.2006 |BDS/Bifrose.B
Authentium 4,93.8 11.87.2006  |no virus found

Avast 4.7.892.0 11.07.2006 |Win32:Trojan-gen. {Other}
AWG 386 11.07.2006 |no virus found
BitDefender 7.2 11.08.2006 |no virus found
CAT-QuickHeal g.00 11.07.2006 |(Suspicious) - DMNASCan
Clamay devel-20060426 11.07.2006 |no virus found

Driveb 4,33 11.08.2006 |0 virus found
eTrust-InoculatelT 23.73.49 11.08.2006  |no virus found
eTrust-\Vet 30.3.3181 11.07.2006 |no virus found

Ewido 4.0 11.07.2006 |no virus found
Fortinet 28200 11.08.2006 |SPY/BDoor

F-Prot 3.16f 11.07.2006  |no virus found
F-Prot4 4.2.1.29 11.07.2006 |no virus found

Ikarus 0.2.65.0 11.07.2006 (o virus found
Kaspersky 4.0.2.24 11.08.2006 |no virus found

Mcafes 4390 11.07.2006 |BackDoor-CKA
Microsoft 1.1609 11.08.2006 |no virus found
NOD32v2 1.1858 11.07.2006  |no virus found
Norman 5.80.02 11.07.2006 |w32/Bifrose.CRL
Panda 9.0.0.4 11.07.2006 |no virus found
Sophos 4.11.0 11.07.2006 |Mal/Packer
TheHacker 6.0.1.113 11.06.2006  |no virus found

UNA 1.83 11.07.2006 |Backdoor.Bifrose.7OF4,
WVBAIZ 3.11.1 11.07.2006 |Backdoor \Win32 Rbot.on
WirusBuster 4.3.15:9 11.87.2006  |no virus found
Aditional Information

File size: 126976 bytes

MDS: 211c3f77dBc179c6b7b7edf0S6606072

SHAL: 9e0920a1e1d252d4aba275c7c591514d0d6fesll

packers: VECRYPT, ASPACK

packers: WGECrypt, Aspack

ElL

Pucynok 10 peakuusi aHTUBHPYCOB, coopanubIx nmojx kpsimeid VIRUS TOTAL na HIEW,
ynakoBaHHbII nporekTopoM Viogen Crypt

| Done

Ortciona ciemyeT ABa BBIBOJa M 00a HEYTEUIMTENbHbBIC: IE€PBOEC — HUKAaKHUM aHTHBUpYyCaM
JOBEPATH HENb3s1! BTOpOE — MPEXAe YeM PEeNH3UTh MPOAYKT, mporoHaTh ero depe3 VIRUS TOTAL
_00s13aTeNbHO

[N2]: uHcmannsmopbl u MposiHCKuUe siowadu

IIpu pa3paboTke HMHCTALIATOPOB CHEAyeT OBITh MPENeNbHO OCTOPOXKHBIM, ITOCKOJBKY
HEKOTOpPHIC  IOCICAOBAaTEIbHOCTH  BBI30BOB  API-QyHKIMIA  TpakTyroTCS  9BPHCTHYCCKUMHU
aHATM3aTOPaMHU KaK MOTEHIMAIBHO BPEIOHOCHEIE.

Bot TonpKko 0/1Ha U3 TaKUX MOCIEA0BAaTEILHOCTEH, IeTeKTUpyeMcs: anTuBupycom NOD32:

p// cosmaeM .dll B CHCTEMHOM IOMPEKTOPMUM

p

call [GetSystemDirectory] ; // mosydyaeMm IyThb K CUCTEMHONM nupekropuy Windiws
call [CreateFile] ; // cospmaem [Tam] oain Tuna .dll

call [WriteFile] ; // numem [B oTOT daiy] BCAKyD xpeH (JI00yD)

;1 KOMMPYyEeM B CUCTEMHYl AMPEKTOPMI CaMoTo cebs

;1

call [GetSystemDirectory] ; // moslydyaem myThb K CUCTEMHONM nupekropuyr Windiws
call [GetModuleFileName] ; // y3HaeM kKak Hac 30BYT

call [CopyFile] ; // xonupyeMm cefs B CUCTEMHYWD IOUPEKTOPMIO



JIncTuHr 3 nceBaoko mocjienosareabHocTH API-BBI30BOB, KiIaccupuuupyemblii
IBpHUCTHYEeCKHM aHATU3aTOPpoM NOD32 kak NoTeHIHAIBHO BPEIOHOCHBIH

A BOT KOHKPETHBII IPOrpaMMHBIH IPUMEp e MPOrpaMMHOTO BOIUTOIIEHHS Ha s3b1ke Cu:

// based on animaTOR's and Bill Prisoner's code from www.wasm.ru

//

#include <windows.h>

int main(int argc, char* argv[])
{

// obObABISEeM HeOOXOIMMBEIE MMEePEMEHHLHE
char buf[255];char buf2[255]; int len; HANDLE hFile; DWORD N;

// nosydYaeM MMs CHUCTEMHOM IOMpeKTopuy M nobaBiisgeM K HeMy uMs Hamen .dll
GetSystemDirectory (buf,255);len=1lstrlen (buf);lstrcat (buf, "\\nezumi.dll");

// oTkpeBaeMm (ary Ha 3anmuchb
hFile = CreateFile(Buffer,GENERIC_WRITE,O,NULL,CREATE_ALWAYS,0,0);

// BanuceiBaeM Tyma 4YTO-HuOYyIb (xXOTa Ob maxe U MyCcop)
WriteFile (hFile, "matrix has you", sizeof ("matrix has you"),&N,O0);

// 3axpeBaeM daiin
CloseHandle (hFile) ;

// mnojsiyyaeMm uMs CHUCTEMHOM IOMPEeKTopmuy 1 nobamjigeM K Hel MMsS Hamero .exe
GetSystemDirectory (buf,255); lstrcat (buf,"\\nezumi.exe");

// xonupyeMm caMoro cefs B CUCTEMHYHD OVMPEKTOPMIO [0 [HOBBIM] MMEHEeM
GetModuleFileName (0,buf2,255) ;CopyFile (buf2,buf,0);

return 0;

JIncTHHT 4 KO/, KONUPYIOIIHUI B CHCTEMHYIO IMPEKTOPHIO (PMKTHBHYIO JHHAMUYECKYI0
0M0JIHOTEKY BMecTe O CBOell Tyle

W xots u3 Bcex aHTHUBHPYCOB, oauH Juinb NOD32 HeBHATHO BbIpyraercs Ha "probably
unknown NewHeur PE" (| ) co3marensM WHCTALIATOPOB 3TO ONTHMHU3MA He JOOABIISIET U
BIIOJIHE MOXKET CTOMTh UM Kaphephl.



nline malware scan - Mozilla Firefox

File Edit “iew Go Bookmarks Tools Help

Back = Fomward - Reload  Stop Home I‘?\ http:/ fviruszcan. joth. orgd j Go I@,

E)j:::::\u"irusTotal::::: | %

| | WiASM.RL Bopym / Mpotinemac ... | @ Technical Stuff antivirus - CastleCa... ‘?\ Online malware scan

g I B Subrnit ™
File to upload & scan: @ &I Hami

Service load:| 0% 100%

File:| self-creator.exe

(Mote: this file was only flagged as malware by
Status: | heuristic detectioni(s). This might be a false positive. Therefore, results of this scan wil
not be stored in the database)

MDS | f4296850f7cd67e2ach1980e5112decc
Packers detected:| -

Antivir| Found nothing
Arcavir| Found nothing

Ay ast| Found nothing

AG Antivirus| Found nothing
BitDefender| Found nothing
Clamay| Found nothing
Dr.\eb| Found nothing

F-Prot Antivirus| Found nothing

Fortinet| Found nothing

Kaspersky Anti-virus| Found nothing
NOD322| Found probably unknown NewHeur_ PE (probable variant)

MNorman Yirls Control| Found nothing

WirlsBuster| Found nothing
WEBAZZ | Found nothing

@ AntiVir ArCABIT @vast! g Ave antivirus (& bitdefender

ure your every bit

@) Clam AV (RGP ¢ pror FERTICIET. cafpziiicy s

REAL TIME HETWORK PROTEGCTION

@ 10032 MY VirusBuster | A veas2

This service iz by no means 100% safe, If this scanner says '"OK', it does not necessarily mean the file is clean, There could be a
whale new virus on the loose, NEVER EVER rely on one single product only, not even this service, even though it utilizes several
products, Therefare, We cannot and will not be held responsible for any damage caused by results presented by this non-profit
online service,

Done = | 4

Pucynok 11 peakuust NOD32 Ha onpeaeJieHHYI0 nocjieioBaTe1bHOCTh API-BbI30B0OB,
BCTPEYAIOUIYIOCH KAaK B TPOSIHCKUX NMPOrPamMMax, TAK U B YeCTHBIX HHCTAJISATOPaX




Mozilla Firefox

File Edit “ew Go Bookmarks Tools Help

Back = Fomward - Reload Stop Home I"-L‘] hittp: fenema wirastotal. c:oma’vh’ena’resultadoWB?anBeSdD1SSaJ Go I

| | WASM.RL Bopyta / AB crony .. | @ Technical Stuff antivinug - Castl... | ‘i‘ Online malware scan ﬂ 12 VirusTotal -:2x: i | ﬁ

Complete  scanning  result of Uself-dll-create.exe”, received in WirusTotal at STATUS: FINISHED

11.07.2006, 20:25:48 (CET).

Antivirus Version Update Result
Antivir 7.2.0.39 11.07.2006 |no virus found
Authentium 4.93.8 11.07.2006 |no virus found
Avast 4.7.892.0 11.07.2006 |no wirus found
AWG 386 11.07.2006 |no wirus found
BitDefender 7.2 11.07.2006 |no wirus found
CAT-QuickHeal 2.00 11.07.2006 |no wirus found
Clarmnan dewvel-20060426 11.07.2006 |no virus found
Drivteh 4.33 11.07.2006 |no wirus found
eTrust-InoculatelIT 23.73.48 11.07.2006 |no wirus found
eTrust-vet 30.3.3181 11.07.2006 |no wirus found
Ewido 4.0 11.07.2006 |no virus found
Fortinet 2.82.0.0 11.07.2006 |no virus found
F-Prot 3.16f 11.07.2006 |no wirus found
F-Prot4 4.2.1.29 11.07.2006 |no wirus found
Ikarus 0.2.65.0 11.07.2006 |no wirus found
Kaspersky 4.0.2.24 11.07.2006 |no wirus found
Meafes 4890 11.07.2006 |no virus found
Microsoft 1.1609 11.07.2006 |no wirus found
NOD22v2 1.1857 11.07.2006 |probably unknown MewHeur_PE wirus
MNarman 5.80.02 11.07.2006 |no wirus found
Panda 9.0.0.4 11.07.2006 |no virus found
Sophos 4.11.0 11.07.2006 |no wirds found
TheHacker 6.0.1.113 11.06.2006 |no virus found
(017 1.83 11.07.2006 |no wirus found
WBAIZ 3.11.1 11.07.2006 |no wirus found
WirusBuster 4.3.15:9 11.07.2006 |no virus found
Aditional Information

File size: 24576 bytes

MDS: 95c0ddbas39ae9114e0099bf1aabad1f

SHALl: 551489 1fffa344892f026f94d6e5f98a110af1eb

4] »
| Done =] A

Pucynoxk 12 peakuusi NOD32 Ha onpenejieHHYI0 nociae1oBaTe1bHOcTh API-BbI30BOB,
BCTPEYAIOUIYIOCH KAK B TPOSIHCKUX NMPOrPamMMax, TAK H B YeCTHBIX HHCTAJISATOPaX

IIpaBna, eciim Mexmy BezoBoM GetSystemDirectory u CreateFile BcTaBUTH X0NOCTOH UK
( ), TO IMYIATOP OTBATUTCA MO TaiiM-ayTy ¥ NOD32 HuYero He CKaXkeT, OJHAKO, 3TO
KpaifHe HEeHaIC)KHBIA IPUMEM U HUKAKIX TapaHTHI 0070Ma SBPHCTUKA OH HE JacT.

_asm
{
mov ecx, 144440
next:
mov eax,edx
loop next

JlucTuHr 5 "xoa0cToi" HMKJL, "ocaensiIOIMii" IBPUCTHYECKUA AaHATU3ATOP AHTUBHpPYCa
NOD32

[N3]: uckyccmeo cka4yueaHus ¢haiisios

[pu ucnons3oBannu API-dynkunit cemetricrea URLDownloadToFile Hukoraa He 3anmyckaiite
TOJBKO YTO IIOJYYEHHBIH (aiin (YeM TOJIB3YIOTCS HEKOTOpble NporpamMMbl ¢ (yHKIMEH
ABTOMATHYECKOTO OOHOBIICHHs). AHTHBHPYChl HAQUMHAIOT MAaTEPUTHCS TaK, YTO YIIM BSIHYT, MPUYEM
BBIJIAIOT CBOM I0JI03pEHHS 32 Tpsimoe oOBUHEHHe! [IeWCTBUTENHO, CPEe/IN TPOSHCKUX MPOrpaMM TaKoii
IIpUeM BeCbMa IIOIYJIAPEH, HO... 3TO elle He T0BOJ, YTOOBI XBOCTOM MaxaTh! Kak MHHUMYM ciexyer
yOeqUThCs, YTO CKAYUBACTCS YTO-TO IEHCTBUTEIHFHO BPELOHOCHOE M BECEMa IECTPYKTUBHOE.



Hwxe npuBenen ¢parMeHT nporpamMsl (BlepBbie ormyOnukoBaHHOH Ha Gopyme WASM'a),
3arpyaroniei u3 cetu rpaduyeckuii aiin ¢popmara .gif U 3amycKaronHii €ro Ha BBITOJHCHUE Yepe3
API-¢pynkiuo ShellExecute, BBI3BIBAIOIIYIO aCCOLUMPOBAHHOE C HUM HPUIIOKECHHUE:

; // based on Brutaller's example

;o //

;

GetTempDir: ; // mojyuaem nyThb kK karajsory $TEMP$
invoke GetTempPath, 256, WinTempDir
; // womupyem mMsa karanora $TEMP% B Oydep FullPath,
; // mobamBnAas Tyma ero uMsa, IOI KOTOPEM OH OyIeT B3anucaH Ha OUCK
invoke lstrcpy, FullPath, WinTempDir
invoke lstrcat, FullPath, FileNameToSave

Down: ; // ckraumBaeMm OQaiy M3 ceTu
invoke URLDownloadToFile, 0, UrlOfFile, FullPath, 0, 0

Exec: ; // BamyckaeM CKauyeHHEHI Gaiin

invoke ShellExecute, NULL, NULL, FullPath, NULL, NULL,1
section '.data' data readable writeable

XK

UrlOfFile db 'http://wasm.ru/pic/header.gif',0 ; // url damna
FileNameToSave db 'header.gif',O0 ; // wMa Qansa Ha IOuCKe
WinTempDir rb 256 ; // Bybep mna $TEMP%
FullPath rb 256 ; // Bybep mna FullPath

JluctuHr 6 ¢pparmMenT mporpamMmsl, cuntbiBaommii header.gif c WASM'a u 3anyckarommii
aCCOLMMPOBAHHOE ¢ HUM NPHIIOKeHHe (TIOTHBII UCXOAHBIH TEKCT JIEKHT MO ajipecy
http://www.wasm.ru/forum/viewtopic.php?id=15667)

[ocne tpancmsiunn FASM'om, MBI TosTydaeM BHOJHE 0€300MIHBIIN exe, pe3ynbTaToM padoThI
KOTOpOro (IIPY HAJIMYHUH JIOCTYIA K CETH, KOHEYHO, ¥ MOJYaHUs BCEX OpaHIMay poB) OyIeT JIOTOTHIT
WASM'a orobpaxaronuiicst B MS Paint'e nim npyro#t rpaduyeckoit mporpamme

&,
1
L

&
Z

4
‘e
N
O
-

|,£I.r|;| NOMYYEHHA CAPAEKM BRIGEpMTE KoraHoy ' 'Bels0B cipagki' W2 i

Pucynok 13 pe3yabTart padoThl "'TposiHCKO|' mporpamMmsl



A BOT 4TO mpoM30ieT, ecnu nporHars 3ToT exe uepe3 VIRUS TOTAL (_). s
y100CTBa BOCIIPUSITHS iKaquTBo nojurpaduu NpoJIorKaeT XpoMarh), BCe pyraTeiabcTBa 00beANHEHBI

B OJIHY TaOJIHILy ).

AHTHBUPYC Bepcust OOHOBJICHHE [pe3yJIbTaT

AntiVir 7.2.0.39 11.07.2006 HEUR/Malware

Authentium ~ K.93.8 11.07.2006 Possibly a new variant of W32/Downloader-Sml-
based!Maximus

BitDefender  [7.2 11.08.2006 |Generic.Malware.dld!!.BFA2DCS85

DrWeb 4.33 11.08.2006 DLOADER.Trojan

F-Prot 3 16f 11.07.2006 Possibly a new variant of W32/Downloader-Sml-
based!Maximus

F-Prot4 4.2.1.29 11.07.2006 [W32/Downloader-Sml-based!Maximus

INOD32v2 1.1858 11.07.2006 probably unknown NewHeur PE virus

Norman 5.80.02 11.07.2006 [W32/Downloader

IPanda 9.0.0.4 11.07.2006 |Suspicious file

IVBA32 3.11.1 11.07.2006 uspected of Win32.Trojan.Downloader (http://...)

Tabuuna 3 pe3yabTat aHann3a Hamero downloader'a pa3IMYHBIMH AHTHBHPYCAMH

Mozilla Firefox

File Edit “iew Go Bookmarks Tools Help

Back - Fomward - Reload  Stop Home I,fj http:.-".-"www.virustotal.c:om.-"vt.-"en.-"resultadof?03?84b2d385?81?bded4f?f8dj Go IIQ,

|| WASHM.RU Bopym £ AB croay nan... | @ Technical Stuff antivinus - CastleCa... | ‘i‘ Online malware scan
[ IV E VY I

Complete scanning result of "visible-dwnldr.exe”, received in WirusTotal at STATUS: FINISHED
11.07.2006, 20:36:17 (CET).

Antivirus Yersion Update [Result
Antivir 7.2.0.39 11.07.2006/HEUR/Malware

. Possibly a new variant off
Authentiumn 4.93.8 11'D?'2006W32,-‘D0wn|0ader—5ml—based!Maximus
Avast 4.7.892.0 11.07.2006(no virus found
AVG 386 11.07.2006(no virus found
BitDefender 7.2 11.07.2006|Generic.Malware.dld! | BFAZDCES
CAT-QuickHeal 2.00 11.07.2006(no virus found
Clamay devel-20060426|11.07.2006(no virus found
Drivveb 4,33 11.07.2006|0LOADER. Trojan
eTrust-InoculatelT|23.73.48 11.07.2006(no virus found
eTrust-vet 30.3.3181 11.07.2006(no virus found
Ewido 4.0 11.07.2006(no virus found
Faortinet 2.82.0.0 11.07.2006(no virus found

Possibly a new variant off

F-Prot 3.1ef 11'D?'2006W32,-‘D0wn|0ader—5ml—based!Maximus
F-Prot4 4.2.1.29 11.07.2006(YW32/Downloader-Smil-based!Maximus
Ikarus 0.2.65.0 11.07.2006(no virus found
Kaspersky 4.0.2.24 11.07.2006(no virus found
Mcafee 4890 11.07.2006(no virus found
Microsoft 1.1609 11.07.2006(no virus found
NOD32v2 1.1857 11.07.2006(probably unknown MewHeur_PE virus
MNorman 5.20.02 11.07.2006('\W32/Downloader
Panda 9.0.0.4 11.07.2006(5uspicious file
Sophos 4.11.0 11.07.2006(no virus found
TheHacker 6.0.1,113 11.06.2006(no virus found
UNA 1.83 11.07.2006(no virus found
WBAZZ 2.11.1 11.07.2006(suspected of Win32 . Trojan.Downloader (http: /.0
WirusBuster 4.3.15:9 11.07.2006/no0 virus found

Pucynok 14 6e300uanb1ii downloader mojx nepekpecTHbIM 3BPHCTHYECKHM OTHEM aArpecCMBHO
HACTPOECHHBIX AHTUBHPYCOB, COOPAHHBIX MO Kpbimeil MeTa-anTuBupyca VIRUS TOTAL

Breuartmnser, e npasaa mm?! A Bot Norman Virus Control ¢ virusscan.jotti.org (_),
BOCIOJIB30BABIIMCH MOTYIIIECTBOM CBOETO AIMYJISITOpA, AaXe MOoKa3al Kakue U3MEHEHHs MPOU3OLLIH B
(haitnoBoii cucreme ).



) Online malware scan - Mozilla Firefox

File Edit “iew Go Bookmarks Toolz Help

Back = Fomward = Reload  Stop Home I‘?\ http: # Aviruzzcan jott. orgs

=] & JC

|| WaSM.RU Bopym / 4B croay nan... | @ Technical Stuff antivinug - CastleCo... ‘?\ Online malware scan | t‘__}j s WinusTotal oo | @

Done

Sandbox:

* File length:

[

*

File to upload & scan: @

Service load:

I Browse... | Submit |

0. I 1 00

File:

visible-dwnldr.exe

Status:

INFECTED/MALWARE

MDS

f981483428a4906c223b3f7e26e1dazl

Packers detectad:

Antivir

Found Heuristic/Malware (probable variant)

Arcavir

Found nothing

Awast

Found nothing

AMG Antivirus

Found nothing

BitDefender

Found Generic.Malware.dld!!.BFAZDC85

Clamai

Found nothing

Dr.\Web

Found DLOADER.Trojan (probable variant)

F-Prot Antivirus

Found Possibly a new variant of W22 /Downloader-Sml-based!Maxzimus

Faortinet

Found nothing

Kaspersky Anti-virus

Found nothing

MNOD32

Found probably unknown NewHeur_PE {probable variant)

Marman Wirus Control

Found Sandbox: W32 /Downloader; [ General information ]
* File length: 2048 hytes.

[ Changes to filesystem ]
* Creates file C:\WINDOWSA\TEMP\header.qgif.

[ Metwork services ]
* pownloads file from http: / fwasm.ru/picfheader.gif as
C:\WINDOWSATEMP\ header.gif.

[ Security issues ]
* Starting downloaded file - potential security problem.

[ Process/window information ]
* Attemps to NULL C:3AWINDOWSATEMPY header.gif NULL.

WirusBuster

Found nothing

WBAZZ

Found Win32.Trojan.Downloader { http: /#...) (probable variant)

@ AntiVir ARCABIT @vast! gJAvc Anti-virus
@k clamay HEe Az . . . FEERTINET. kalpmricy:

Pucynok 15 peaknusi aHTUBMPYCOB, COOPAHHBIX MO/ KPbILIEi MeTa-aHTHBHPYCa

& bitdefender

ure your every bit

virusscan.jotti.org Ha coBepuieHHO 6e300uaHbIii downloader

W32/Downloader; [ General information ]

2048 bytes.

Changes to filesystem ]
Creates file C:\WINDOWS\TEMP\header.gif.

[ Network services ]
* Downloads file from http://wasm.ru/pic/header.gif as C:\WINDOWS\TEMP\header.gif.

[ Security issues ]
* Starting downloaded file - potential security problem.

[ Process/window information ]
* Attemps to NULL C:\WINDOWS\TEMP\header.gif NULL.

Jiuctunr 7 antuBupyc Norman Virus Control oTuuthsiBaercsi 00 H3MeHeHUsIX, NPON301IeIIINX B
BUPTYaJILHOH (paiijioBoii cucTeMe nocie 3amycka downloader'a



Yro xe genars?! Kak ycmupuths Bcio 3Ty opaBy?! MOXHO, KOHEYHO, 3alyTaTh Ko,
HAarpoMo3auTh Kydy JumHUX API-BBI30BOB minm Jaxke npuOerHyTh K MIM(PPOBKE, HO... BCE 3TO
MYTPOHO M HYJHO, K TOMY K€ HET HHUKaKUX FapaHTHH, YTO 3BPUCTUK HE PACKOJIET 3TH XUTPOCTH U HE
3aBonuT ¢ eule Oomnbiel cuioit. Ocraercst ckauuBarh (Gaiiibl "BpyuHYIO", TO €CTh 4epe3 COKEThI WU
TIpeAsIaraTh MoJIb30BATEIIO XOANTh 32 OOHOBICHUSIMH CAMOCTOSITEIBHO.

3aKJ/TIl04eHue

OBpHCTUYECKHE aHATU3ATOPHI HE CMAcaloT OT BPEJOHOCHOIO KoJia (M MacCOBBIE AIHUJIEMHH —
Tydllee TOMY HOATBEPXKICHUE), HO BBICAXKUBAIOT HA M3MEHY YECTHBIX NPOIPAMMHUCTOB, MPOLYKIHS
KOTOPBIX "mamuTca" COBEPIIEHHO HU 3a YTO M HHU Hpo dYro. Tak uTo, 6G0prda ¢ 3BPHCTHYECKUMHU
aHAIM3aTOpPaMH MPUOOpETaeT KOJUIEKTHBHBIA XapakTep M €l HAaYWHAIOT MHTEPECOBATHCA HE TOJIBKO
XaKephl, HO M BIIOJIHE PECIEeKTa0eIbHBIC MPOU3BOANUTEIN IPOTPaMMHOTO oOecriedeHust (0COOCHHO
KOMMEPYECKOr'0, MOCKOJIbKY, B 3TOM CIy4ae NepenyraHHblil KIMEHT MOXKET U B CyA M0JaTh, a Cy[ JeJI0
TaKoE... €ro MCXO0/ HUKOIJa HesICEH, a BOT C Open-source MpoayKTOB B3STKH IJIaJIKH — KakK ObI TaM HU
BU3XKaJl aHTUBHUPYC, HENOBOJBHBIX MOJIB30BaTEICH BCEr/la MOKHO TKHYTh HOCOM B MCXOIHBIM KOI U
MOMPOCUTH HANUTH TO "NECTPYKTUBHOE" MECTO, KOTOPOE aHTUBUPYCY TaK HE IOHPABUIIOCH).

>>> y KaK020 aHmueupyca 38puUCmMuUK caMbiU Jayqwiuu?

CpaBHHBATh aHTUBHPYCHI — 3TO BCE PABHO, YTO MEPATHCS MUIHCHKAMHU, HO B OOIIEM 3a4yeTe
NOD32, Norman Virus Control u BitDefender otnuuno pyssr (npaBaa, HOCIeHUH HE BCETaa JPYXKHUT
¢ ceteBbiMHE apaiiBepamu). AVP u Dr. Web X0Th u He HaxOsITCs B ayTcaiaepax, 10 JUACPOB UM €IIIe
nanexo. Brpouem, 3TOT BOMPOC OYEHb CIIOPHBINA M OTBET HAa HErO 3aBUCUT B OCHOBHOM OT TOTO, "KTO
Oompme 3amratin’. O3HAKOMHTCS C JOCTaTOYHO HE3aBHCHUMBIM OTYETOM KadecTBa aHTHBUPYCOB
MOKHO Ha http://www.av-comparatives.org.



